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Cobaltstrike payload beacon
Hybrid HTTP e DNS Beacon
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Cobaltstrike ataque powershell
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AntivirusBypass
Codekxecution
Exfiltration

B Mayhem

Persistence

Privesc

PowerSploit.psdi
PowerSploit.psm
PowerSploit.pssproj

Power5ploit.sin

README.md
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Find file

yhenson/add_bloodhour Latest commit 88ebb56 on 17 M

=) .gitattributes
.gitignore

E| .gitmodules
LICENSE
README.md

auto-keylogger.cna

README.md

Aggressor Scripts




Und3rf10w / Aggressor-scripts @ Watch ¥ Star | 49 ¥ Fork 26
<) Code lssues 1 Full request Frojects 0 Insights «

h: master v | Aggressor-scripts / kits / Find file = History

= Ay
ay

D Und2rf10w Added BloodHound.ps1, modified bleodhound to feed directly into inges... .. Latest commit ec4b&sg on 17 W

AnnoykKit
AntiForensicsKit
CredKit
Debugkit
Enumkit
Persistkit
Privesckit
ThirdParty

=| KitLoader.cna ided ThridParty to kit and moved Get-MicrophoneAudio from de




Cobaltstrike o poder da
manipula¢ao do beacon
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Invasao de servidores Linux
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Daemons(root)
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Seguranc¢a do Linux
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sempre que possivel usar portknock

~ - ss5h 192.168.56.181
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Easy as 1,2.3

rhama@192.168.56.161's password: [J

T T S R L T TR g

I S T
I I AN
I ¥ I \
I \ /
\/ \/
I
I TR b 4 \
LTI S Gl 7 i SR | L L,
TR EE i S Y e B
\/ \/ \/

s

SN \
I I s
I I Y
I L
\/
BN O i, T DT R, T / FlL
| I . | XS T, A T
1ot I AR Ly R T, S T 7
= I Y iy LA W W S |
/ \/ \/ \/

CONFRARTAID A vy



 CONFRARTIA[DAY



INPUT -s

22 -j ACCEPT
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Fases do Segredo #

—I
—
—
-

lptables
lptables
lptables
lptables

-
-
—,
-

Iptables
Iptables
Iiptables
Iiptables

-
—,
—
—

Iptables
Iptables
Iiptables
Iiptables

Iiptables -A

INTO-FASEZ
INTO-FASEZ
INTO-FASEZ
INTO-FASEZ

INTO-FASES
INTO-FASES
INTO-FASES
INTO-FASES

INTO-FASE4
INTO-FASE4
INTO-FASE4
INTO-FASE4

-m recent —Mmame FASE1
-m recent ——Nname FASEZ
-] LOG ——log-prefix "INT O

-m recent ——Mmame FASEZ?
-m recent —Mmame FASES

-] LOG ——log-prefix "INT O

-m recent ——Mmame FASES
-m recent ——Mmame FASE4

-] LOG —log-prefix "INT O

—remove
—sat
FASEZ: "

—remowve
—seat
FASES: "™

—remowve
—seat
FASEd: ™

INFPUT -m o recent ——update ——name FASEA
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/sbin/iptables -A INPUT -p tcp --dport 100 -m recent --set --name FASE1
/sbin/iptables -A INPUT -p tcp —-dport 200 -m recent --rcheck --seconds 15 --name FASE1 -j INTO-FASE2

/sbin/iptables -A INPUT -p tcp --dport 300 -m recent --rcheck --seconds 15 --name FASEZ - INTO-FASE3
/sbin/iptables -A INPUT -p tcp —-dport 400 -m recent --rcheck --seconds 15 --name FASE3 -] INTO-FASE4

/sbin/iptables -A INPUT -p tcp -s $HOST _IP —-dport 22 -m recent --rcheck --seconds 3600 —name FASE4 - ACCEPT

HHHHHE Por dltimo f imos todos S @ porta 22 #HEHHRH

/sbinfiptables -A INPUT -p tcp —-dport 22 ) DROP
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Kernel

echo 0 > /proc/sys/net/ipv4/conf/all/accept_source route (Router)
echo 1'> /proc/sys/net/ipv4/icmp _echo ignore broadcasts (dos
icom)

Echo O >

/proc/sys/net/ipv4/conf/all/aceept_source router(redirecionar pacotes
teste de routers)

Echo O > /proc/sys/net/ipv4/ip_forward (desativando suporte a
ip_forward)

Echo O > /proc/sys/net/ipva/tcp syscookies(not syn flood)
Echo 1 > /proc/sys/net/ipv4/conf/a|I/Iog_martians(lsso registra
falsificacao, bem como "roteamento de origem" e "redireciona
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Sniffer remonte de
sessao
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Dominando a invasao

(eu)

CONFRARIAADAY



OLOWNOUAWN

Bad god

Root(no-root )

Criptografia de disco (home/ var/ root/)
Cuidado com a /etc

Senhas fortes minimo 20 digitos (random)
Proxy/socRs

Mac

Ids, ips , honeypost e nc

Firewall

Crpt

criptografia (rsa & aes)  CONFRARIA[DAY



Invasao de servidores Linux
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Logs
bad god
1. Logs bad god

/var/log/messages
/var/log/auth.log
/var/log/kern.log
/var/log/cron.log
/var/log/maillog
/var/log/secure
/var/log/utmp
/var/log/wtmp
/var/log/boot.log

SO S

Q9
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Sniffer remonte de

sessdo(bad god)
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Anonimato sub-networks
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redes
(Tor; Resilio; Maelstrom; Ricochet; 12p;
Retroshare; SoulseekR; demonsaw)
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Navegador
(Firefox, hconstf, mantra)
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Técnicas anti-forensic
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Apos a invasao oque devo fazer ?
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Como eu limpo os meus logs-files ?
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Memoria ram
Swap
E-nodes
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Arquivos do sistema
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Logs (ips / dns )
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ferramenta criada por min
(priv8 dark-zero)
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&) Aeplications Places system ¥ [ P | £ pt ) T @ ThuMar 9,20:26 No Indicators

e : 2 - Eﬁ
File Edit View Search Terminal Hel nglemr?m

; el
-
Lﬂii_J
criador=[luiz gustavo/darkcode] date=[2017/3/9] tag=[pentest-box]
roadsec 2017 brasilia
@privs
B B ST B B S STy
vitima-systeminfo
vitima-hostname = parrot
vitima-ip = 208.181.86.244
vitima-ip = 192.168.0.185
vitima-id = 1888 (B=root outro numeroc id-user)
rotiamento-pacote = Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
default 192 ,.168.8.1 0.8.0.8 e 60808 8 8 wlan@
192.168.8.8 g.6.8.8 255.255.255.8 u 608 B 8 wlan@
R R R R R R R R R A R S R R S R R R R RS R SR AR R R EEE RS
localizacdo da vitima
{
"ip": "288.181.86.244",
"hostname"”: "No Hostname",
"city": "Brasilia",
"region": "Federal District",
"country": “BR",
"loc": "-15.7772,-47.8413",
"org": "ASB167 Brasil Telecom 5/A - Filial Distrito Federal"”
}
:|'-1‘|'-41'-J1'-|‘|'-41"4|'-4|'-1‘|"4|'-J!'-|‘|'-1‘|"41'-1‘|"41'-4|'-1‘|"4|'-4|"4|'-4|'-1‘|"4|'-4|'-|‘|'-4|"41'-4|'-41'-4|'-41'-1‘|'-J!"4|'-4|'-4|'-4|'-_4|'-_41'-4|"*##4**#44#4###*#44*44#4*
=> menu
> dependencias
= limpar leog
deletar arquive ou pastas com srm 38 urandom/randem/null/zero
==> liberar firewall iptables para a cesso remoto
==> deleta regra do seu ip no firewall da vitima
==> limpar memeria ram /random/null/zero/uradnom e null bvte 2
a & [apresentagdo cobalt.... [] Terminal Zx




&) Applications Places system ¥ [P @ | M | — £ pt ®) F [ ThuMar 9,20:32 No Indicators
%0 Twma 0

File Edit View Seahﬂi Terminal Help

el
criador=[luiz gustavo/darkcode] date=[2017/3/9] tag=[pentest-box]
roadsec 2017 brasilia
@priv8
R R T S S S A T S R R eSS
vitima-systeminfo
vitima-hostname = parrot
yvitima-ip = 200.181.86.244
vitima-ip = 192.168.08.185
vitima-id = 1888 (B=root outro numero id-user)
rotiamento-pacote = Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
default 192.168.8.1 6.8.8.8 UG 608 8 8 wlan@
192.168.8.8 8.8.8.8 255.255.255.8 u 688 8 8 wlan@
R R R R R R R R R R R R R R R R R R AR R R R RS R R SRR H R as
localizacdo da vitima
-
"ip": "208.181.86.244",
"hostname": "No Hostname",
"city": "Brasilia",
"region": "Federal District",
"country®y \®BR®, b
"Loc":'™=15.7772, -47.8413",
"org": "ASB167 Brasil Telecom S/A - Filial Distrito Federal”
é#########ﬁﬁ#######JE##*4*FF4ﬁF###*FFF%%######F““*“““F#F***ﬁf###ﬁ
00 ==> menu
0 ==> dependencias
1 ==> limpar log
2 ==> deletar arquiveo ou pastas com srm 38 urandom/random/null/zero
3 ==> liberar firewall iptables para a cesso remoto
4 ==> deleta regra do seu ip no firewall da vitima
5 ==> limpar memoria ram /random/null/zero/uradnom e null byte
6 ==> matar o sistema de uma vez (nao rodar)
7 ==> privilegic de escalacdc em linux (so roda se nao tiver root)
8 ==> remover o seu ip do firewall da vitima
prt-darkbox=> [}
_ [® [apresentacdo cobalt.... » [(1) Facebook - Google... Zzx




