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Quem sou eu

ÅConsultor Sênior de Segurança

Å10 anos de trabalhos voltados à segurança de aplicações

ÅContribuidor OWASP (Capítulo Brasília, Top TenCheatsheet, OWASP 
TestingGuide)

ÅPraticante da revelação de vulnerabilidades de forma responsável (!)

ÅVoluntário ISC2 para questões do CISSP

ÅPesquisador independente



Cabeçalhos de Segurança HTTP

ÅEvolução modelo de segurança

ÅProteção do canal de comunicação 

ÅSegurança do lado do cliente

ÅAplicação de políticas de segurança no navegador



Requisição típica HTTP

GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRA58N) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/57.0.2987.110 Mobile Safari/537.36

Host: www.exemplo.com

Accept: */*

HTTP/1.1 200 OK

Date: Fri, 17 Mar 2017 07:45:30 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2

X-Powered-By: PHP/5.2.4-2ubuntu5.10

Content-Length: 891

Content-Type: text/html



Requisição típica HTTP

GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRA58N) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/57.0.2987.110 Mobile Safari/537.36

Host: www.exemplo.com

Accept: */*

HTTP/1.1 200 OK

Date: Fri, 17 Mar 2017 07:45:30 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2

X-Powered-By: PHP/5.2.4-2ubuntu5.10

Content-Length: 891

Content-Type: text/html

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000; includeSubdomains; preload



HTTP StrictTransportSecurity (HSTS)

Strict-Transport-Security: max-age=<expire-time>

Strict-Transport-Security: max-age=<expire-time>; includeSubDomains

Strict-Transport-Security: max-age=<expire-time>; preload



Tráfego típico sítio com HTTP/HTTPS

http://www.exemplo.com

GET / HTTP/1.0

Host: www.exemplo.com

301 MovedPermantenly

Content-Length: 0

Location: https://www.exemplo.com

https://www.exemplo.com

GET / HTTP/1.0

Host: www.exemplo.com



SSLStrip

GET https://www.exemplo.com GET http://www.exemplo.com 

RespostaHTMLRespostaHTML modificada
e emtexto claro



Suporte HSTS

http://caniuse.com/#feat=stricttransportsecurity

http://caniuse.com/#feat=stricttransportsecurity


HSTS ςdebaixo dos panos



HSTS - Considerações

- Aplicávelpara sites que suportamtodo seuconteúdovia HTTPS

- Dificuldadede implantaçãoL7 routing 

- Listapreload SEMPRE incluisubdomínios
- Remoçãopodedemorarmeses, via atualizaçãodo browser

- Mitiga ataquesSSLStripe potencialmente, SSLStrip2 com preload + 
subdomains

- Proteçãocontra ataquesMITM com Certificadosinválidos



HTTP PublicKey Pins (HPKP)

Public-Key-Pins: pin-sha256=<base64==>; max-age=<expireTime>;

Public-Key-Pins: pin-sha256=<base64==>; max-age=<expireTime>; 
includeSubDomains

Public-Key-Pins: pin-sha256=<base64==>; max-age=<expireTime>; 
report-uri=<reportURI>



Resposta válida cabeçalhos HPKP

HTTP/1.1 200 OK

Server: GitHub.com

Status: 200 OK

Strict-Transport-Security: max-age=31536000; includeSubdomains; preload

Public-Key-Pins: max-age=5184000; pin-
sha256="WoiWRyIOVNa9ihaBciRSC7XHjliYS9VwUGOIud4PB18="; pin-
sha256="RRM1dGqnDFsCJXBTHky16vi1obOlCgFFn/yOhI/y+ho="; pin-
sha256="k2v657xBsOVe1PQRwOsHsw3bsGT2VzIqz5K+59sNQws="; pin-
sha256="K87oWBWM9UZfyddvDfoxL+8lpNyoUB2ptGtn0fv6G2Q="; pin-
sha256="IQBnNBEiFuhj+8x6X8XLgh01V9Ic5/V3IRQLNFFc7v4="; pin-
sha256="iie1VXtL7HzAMF+/PVPR9xzT80kQxdZeJ+zduCB3uj0="; pin-
sha256="LvRiGEjRqfzurezaWuj8Wie2gyHMrW5Q06LspMnox7A="; includeSubDomains

Vary: Accept-Encoding

X-Served-By: d41662224d8c44f09604b862e979767a

X-GitHub-Request-Id: B36F2320:987D:E88A2AC:5741D913



Suporte PublicKey Pins

http://caniuse.com/#feat=publickeypinning

http://caniuse.com/#feat=publickeypinning


HTTP PublicKey Pins - Considerações

- Requermaturidade

- Modo report-only (Public-Key-Pins-Report-Only)?

- Mitiga MITM?

- CA interna?

- SuporteChrome/Firefox (até o momento)



Curiosidades (HSTS, HPKP, Pinning estático)

- Pinning estatícos(Chromium.org) 
- https://cs.chromium.org/chromium/src/net/http/transport_security_state_st

atic.json

- Google, Facebook, Twitter, Dropbox, Yahoo, Tor

- +23k domíniosutilizandoHSTS pre-load

- 180 domínios.br

https://cs.chromium.org/chromium/src/net/http/transport_security_state_static.json


X-Frame-Options

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM https://example.com/



ClickjackingAttack

https://www.owasp.org/index.php/Testing_for_Clickjacking_(OTG-CLIENT-009)

https://www.owasp.org/index.php/Testing_for_Clickjacking_(OTG-CLIENT-009)


Suporte X-Frame-Options

http://caniuse.com/#feat=publickeypinning

http://caniuse.com/#feat=publickeypinning


X-Frame-Options- Considerações

- Seusite necessitaserabertopor outro emum frame? 

- Não suporta mais de um domínio em allow-from

- CSP 2 frame-ancestor 

- Mitiga clickjacking



X-XSS-Protection

X-XSS-Protection: 0

X-XSS-Protection: 1

X-XSS-Protection: 1; mode=block



Cross-Site-Scritping(XSS) Attack



Suporte X-XSS-Protection

https://developer.mozilla.org/pt-BR/docs/Web/HTTP/Headers/X-XSS-Protection

https://developer.mozilla.org/pt-BR/docs/Web/HTTP/Headers/X-XSS-Protection

